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True Blue Hacking 
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Who can do? 
 

 Students interested in Cyber Security 

 IT Professionals and Network Engineers 

 Beginners who want to learn Ethical Hacking 

 Freelancers and Tech Enthusiasts 

 Anyone interested in Cyber Security careers 

 

http://www.3deducators.com/
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Cyber Security is one of the fastest-growing fields worldwide, with 
increasing demand for Ethical Hackers, Penetration Testers, SOC 
Analysts, Security Engineers, and Vulnerability Assessment professionals. 
Organizations in banking, telecom, software houses, government sectors, 
and multinational companies actively require skilled cyber security 
professionals to secure their systems and data. 

After completing this course, participants can explore opportunities in 
Web Application Security Testing, Network Security, API Security Testing, 
Mobile Application Security, Vulnerability Assessment, and Red Teaming. 
Freelancing, bug bounty hunting, and remote international security 
projects are also strong career paths in this domain. 

Course Scope 

http://www.3deducators.com/
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No of classes per week 
Duration of each class 
Total Duration  
 

02  
2  Hours 

40 Hours 
 

Course Objectives: 
 
This course aims to build strong 
fundamentals in Networking, Linux, 
Cyber Security, Ethical Hacking, and 
Penetration Testing through practical 
learning and real-world labs. 

Participants will learn how to identify 
vulnerabilities, analyze security 
weaknesses, and use industry-standard 
security tools for web, network, API, and 
mobile security testing. 

By the end of the training, students will 
have the skills required for entry-level 
cyber security roles, advanced 
certifications, and practical security 
assessment projects. 

Program Structure 

Other Learning Activities 

Classroom Assignments 
Presentations by Trainees 
    
    

04 
01 

 
 

The Training Program will be 
inaugurated by a senior member 
of 3DEducators. 

Inauguration 

 

As Industry Experts & Senior Cyber Security Trainers, we at 3D Educators – 
Trainers & Consultants are committed to delivering high-quality practical 
training. Our focus is to develop skilled professionals with real-world 
knowledge, hands-on experience, and industry-standard techniques to help 
them become successful Cyber Security experts. 

http://www.3deducators.com/
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You’ll learn through a comprehensive ‘hands-on-training + case-study’ method of 
instruction that will provide you the theoretical and practical knowledge that you 
can put to work immediately at your workplace. 
 
MODULE 1 - NETWORKING CONCEPTS 

 
1. Networking Fundamentals 
2. Network Devices 
3. Network Protocols 
4. Packet Analysis 

 

MODULE 2 - LINUX OS CONCEPTS 
 

1. Linux Installation 
2. Linux Basics 
3. Essential Linux Commands 
4. Bash Scripting 
5. Practical Linux for Hackers 

 

MODULE 3 — CYBER SECURITY BASICS 
 

1. Introduction to Cyber Security 
2. Malware Concepts 
3. Networking Security Basics 
4. OWASP Top 10 (Basic Overview) 
5. Cyber Kill Chain & MITRE ATT&CK 
6. Security Tools Overview 

 

Training Methodology 

http://www.3deducators.com/
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MODULE 4 — Ethical Hacking 
 
1.  Introduction to Ethical Hacking 
2. Reconnaissance Techniques 
3. Vulnerability Scanning 
4. System Hacking Basics 
5. Web Application Hacking Basics 
6. Exploitation Basics 

 

MODULE 5 - PENETRATION TESTING 
 
1. Web Application Penetration Testing 
2. Access Control Attacks 
3. Injection Attacks 
4. Cross-Site Scripting (XSS) 
5. SSRF 
6. File Upload Attacks 
7. Deserialization Vulnerabilities 
8. Business Logic Vulnerabilities 
9. LFI & RFI 
10.  P4 Vulnerabilities 

 

http://www.3deducators.com/
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Tools & Automation 
 

o API Penetration Testing 
o API Enumeration 
o API Vulnerabilities 
o Real-world API attack labs 

 
Network Penetration Testing 

 

1. Information Gathering 
2. Enumeration Techniques 
3. Exploiting Windows vulnerabilities 
4. Password Attacks 
5. Post-Exploitation 
4 - Android Penetration Testing 
2. Static Analysis 
3. Dynamic Analysis 
4. Android Vulnerabilities 

 
 

http://www.3deducators.com/


 

 
Suite # 7, Nobel Heights, Opposite Sales Tax House, KDA Scheme # 7, Main University Road – Karachi 

Ph: 021-34857148, 021-34141329, 0333-2402474 info@3deducators.com, http://www.3deducators.com 

 

True Blue Hacking 
Training Program 

 

 

  

ONLINE LIVE CLASSES FACILITY AVAILABLE 
 

 Instructor Led Training 
 Real Time Presentations  
 Interactive Classes  
 Complete Notes and Other Stuff shall be provided through our Secure 

Student Login Member’s Area 
 For Online Live Classes, you may please download the Admission Form 

through our website http://www.3deducators.com. Fill it properly and 
attached the required document along with Picture and send back to 
info@3deducators.com with scanned fee submitted voucher in the bank.  

 For Pakistan you may submit the fee at any MCB Branch with the title 
of “3D EDUCATORS-TRAINERS & CONSULTANTS”.  

 If you are outside Pakistan then you may transfer via Bank to Bank or 
any western union, Fast Track, Money Gram or else International 
Transfer Body. 

 After Admission, if you don’t have GMAIL Account then you are 
requested to kindly make one GMAIL Account and shared it 
info@3deducators.com. Then further correspondence shall be made by 
our institute official.  

 Extra Bandwidth Charges shall be incurred. 

 DISTANCE NOT MATTER 
 

You can join in the live classes Sessions of 3D EDUCATORS – TRAINERS & 
CONSULTANTS from anywhere of the world. 
 

http://www.3deducators.com/
http://www.3deducators.com/
mailto:info@3deducators.com
mailto:info@3deducators.com
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PRECAUTIONARY MEASURES 
 

 During Classes, you are requested to make sure that you are in isolated 
room, where no noise should be there except your voice.  

 Kindly Switch Off your Cell Phone during the class, because it will disturb 
the quorum of class. 

 If you have taken the admission in the course online lonely, then ethically 
it is recommended and suggested that you alone in the class.  

 Recording of Lectures are not allowed at your end.  

This world is emerging and growing in the 21st Century very rapidly because 
of latest and remarkable technologies and its advancement. Due to 
advancement of technology, we 3D EDUCATORS offer Live Interactive class 
sessions 

3D EDUCATORS believe on Information Technology and its systems. Now 
you can also avail this facility at your home.  

 

 
+9221-34141329, +9221-34857148 
+92 333-2402474 
 

CONTACT US 

 info@3deducators.com 
http://www.3deducators.com 

 
 

Get the Admission Form 
 MANAGEMENT 

3D EDUCATORS  
 TRAINERS & CONSULTANTS 

 

http://www.3deducators.com/
mailto:info@3deducators.com
http://www.3deducators.com/
http://www.3deducators.com/memberships/admissionform/StudentAdmissionForms.pdf
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 Training Certification Sample 

http://www.3deducators.com/

